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What is MFA? 
Multi-factor Authentication (MFA) is a security measure to confirm your identity in addition to your 
username and password. It helps in the prevention of unauthorized access to your account. MFA 
authentication is typically confirmed through a text message, a mobile app or phone call. 

 

How does it affect me? 
As of Thursday June 14th 2018, all staff and faculty will be required to use MFA to access the 
following applications remotely (off campus). 

(1) All PeopleSoft applications 
(2) Network file shares 
(3) Employee email with the Outlook Web App 

MFA is for off campus access to these applications only, there is no change in how you use these 
applications when on campus. 

To continue using these applications off campus you will need to perform a one-time set up of MFA for 
your college account and then follow the applicable instructions for each application you wish to access 
off campus. Short cut links to instructions for each are provided below. 

MFA One-time Set Up Instructions 

Setting the Preferred MFA Options 

Connecting Off Campus to the Network File Shares N, G and I Drives 

Connecting Off Campus to the Network File Shares N, G and I Drives from a MAC 

Connecting Off Campus to PeopleSoft 

Connecting Off Campus to Employee Email with the Outlook Web App 
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MFA One-time Set Up Instructions 
Our MFA solution uses the Microsoft Office 365 Portal (O365 Portal) and requires you to set up contact 
information and MFA options at least one. This information can be updated in the future if required. 

If you have not yet logged into the O365 Portal, you will need to log in and provide an alternate contact 
information for MFA.  

NOTE: If you need to connect off campus to the network file shares N, G or I Drives, you will need to 
provide an alternate phone number (e.g. your mobile number or home number) or add the Microsoft 
Authenticator app to your Android or iOS device. You will also have to set your preferred MFA option 
 to ‘Notify me through app’ or ‘Call my authentication phone. The Microsoft Authenticator app is 
available from the Apple App store and Google Play store. 

1. Launch your browser, copy and paste the following URL https://portal.office.com/account/ and 
login with your College email address and password. 
You will be presented with a page asking you to setup additional security verification (see 
below). 

 
2. Click Set it up now. 

 

 
3. Begin by selecting Authentication phone (cell phone), Office Phone, or Mobile App. If you had 

previously logged into O365 and provided an alternate number, it will be pre-loaded in the 

https://portal.office.com/account/
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number field. If you choose Mobile App see step 7a for instructions on setting this up. 
Otherwise, choose whether to receive a call or text message and click Next. 

 

4. If you chose text, enter the 6-digit number below and click Verify. If you received a phone 
call proceed to Step 5. 
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5. The next screen can be safely ignored. Click Done. 
 

Setting the Preferred MFA Options 
6. From https://portal.office.com/account (or by clicking your name in the top right and selecting 

My Account) click Security and Privacy then Add or change your security verification settings 
and then Update your phone numbers used for account security. 

 

7. Click the drop-down box under We'll use this verification setting by default. Valid options for 
connecting off campus to the network file shares N, G and I Drives are; Notify Me through 
app, Call my office phone, or Call my authentication phone. 

https://portal.office.com/account
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a. To set up the Microsoft Authenticator app, first visit either the Apple App store or 
Google Play store and download the app. 

b. Inside the Microsoft Authenticator app, click add account. Select Work or School. 
Switch to the O365 page and select Configure beside Authenticator app. 

 
c. Use your phone’s camera to scan the QR code on the screen (example below). You have 

now successfully added the Microsoft Authenticator app to your profile. 
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Connecting Off Campus to the Network File Shares N, G and I Drives 
NOTE: If you need to connect off campus to the network file shares N, G or I Drives, you will need to 
provide an alternate phone number (e.g. your mobile number or home number) or add the Microsoft 
Authenticator app to your Android or iOS device. You will also have to set your preferred MFA option 
 to ‘Notify me through app’ or ‘Call my authentication phone. The Microsoft Authenticator app is 
available from the Apple App store and Google Play store. 

1. On your computer, go to Control Panel. On the right-hand side select small icons under 
Category from the drop-down list. Then click RemoteApp and Desktop Connections. 
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2. Click Access RemoteApp and Desktops. 
 

 

3. Add your College email address and click Next. 
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4. Click Next. 
 

5. Enter your College email address and password. 
 



Multi-factor Authentication 
Instructions 

 

 
 
 
 

6. You have now successfully setup the connections for this computer. 
7. Once your connections are available click the Start menu and choose one of the RemoteApp 

apps available as shown below. Note, for Windows 7 devices you will need to click the Start 
menu, select All Programs and RemoteApp and Desktop Connections. Windows 8 and 10 users 
will find it under Programs > Niagara College Remote Apps. 

 

8. When you click on one of the RemoteApp apps you might be presented with a dialog similar to 
below. You can select Don’t ask me again for remote connections from this publisher. Click 
Connect. 
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9. In the Microsoft Authenticator app a confirmation message will appear. Click Approve to 
validate the connection. If you chose to have Microsoft call you, you should receive a phone call 
shortly. Follow the prompts to validate the call. 

 

10. Your RemoteApp will now connect. The example below shows the G drive connection from off 
campus. 
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Connecting Off Campus to the Network File Shares N, G and I Drives on 
a MAC 
NOTE: If you need to connect off campus to the network file shares N, G or I Drives, you will need to 
provide an alternate phone number (e.g. your mobile number or home number) or add the Microsoft 
Authenticator app to your Android or iOS device. You will also have to set your preferred MFA option 
 to ‘Notify me through app’ or ‘Call my authentication phone. The Microsoft Authenticator app is 
available from the Apple App store and Google Play store. 

1. Visit the app store and download the Microsoft Remote Desktop app 
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2. Open the app and select Remote Resources. 

 
 

3. Copy https://niagaracollegeremoteapps-ncstudents.msappproxy.net/rdweb/feed/webfeed.aspx 
and place it in the URL box. NOTE: you will only have to enter this URL once. Enter your email 
address and password and click Refresh 

 

https://niagaracollegeremoteapps-ncstudents.msappproxy.net/rdweb/feed/webfeed.aspx
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4. The N, G and I Drives are now available. Double click one of the drives to connect. 

 
 

5. If you’d like to copy files from your MAC to the college drives you must specify a location beside 
Drive, for example your documents folder or desktop. Then click Connect. 
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6. In the Microsoft Authenticator app a confirmation message will appear. Click Approve to 
validate the connection. If you chose to have Microsoft call you, you should receive a phone call 
shortly. Follow the prompts to validate the call. 

 
 

7. You will now be connected to the remote drive. 
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Connecting Off Campus to PeopleSoft 
1. When logging into PeopleSoft off campus you will see the following login screen. Enter your 

College email address and click Next. 
 

2. Choose Work or School account. 
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3. Enter your College password and click Sign in. 
 

4. After entering a password you'll be prompted for your MFA token. In the screenshot below, it 
shows the option of the Microsoft Authenticator app. Go to your Microsoft Authenticator app 
and click approve. Alternatively, you can select other methods by clicking Sign in another way. 

 

5. Here you can choose other methods to approve your login. NOTE: If you want to connect off 
campus to the network file shares N, G and I Drives, you must have the default method set 
as Authenticator App or phone call. See section Connecting Off Campus to the Network File 
Shares N, G and I Drives for more details. 
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6. You can choose whether to remain signed in or not. 
 

 

 
 
 

Connecting Off Campus to Employee Email with the Outlook Web App 
1. Access to employee email from off campus is available using the Outlook Web App. Launch 

your browser and copy and paste the following URL https://outlookNC.niagaracollege.ca . 
2. When logging into employee email with the Outlook Web App off campus you will see the 

following login screen. Enter your College email address and click Next. 
 

3. Choose Work or School account. 

https://outlooknc.niagaracollege.ca/
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4. Enter your College password and click Sign in. 
 

5. After entering a password you'll be prompted for your MFA token. In the screenshot below, it 
shows the option of the Microsoft Authenticator app. Go to your Microsoft Authenticator app 
and click approve. Alternatively, you can select other methods by clicking Sign in another way. 

 

6. Here you can choose other methods to approve your login. NOTE: If you want to connect off 
campus to the network file shares N, G and I Drives, you must have the default method set 
as Authenticator App or phone call. See section Connecting Off Campus to the Network File 
Shares N, G and I Drives for more details. 
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7. You can choose whether to remain signed in or not. 
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