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Overview

This is a step by step guide for the installation and setup of the GlobalProtect VPN client.

Responsibility

Authorized VPN users
Authorized Devices

Definitions

Authorized VPN users:
- Users that have authorization to use the NC VPN Services
Authorized Devices:
- College owned devices that are domain joined
- Devices with the approval of the IT security officer
-i.e. A Contractor’s corporately owned and managed laptop

Related documents

None
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Agent Download

The GlobalProtect agent is downloaded from https://vpn.niagaracollege.ca

If prompted, you can login using your Niagara College credentials.

Select and Download the appropriate agent.

paloalto

NETWORKS®

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent

Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.
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Agent Installation

1. Run theinstaller (e.g. GlobalProtect64.msi) and click “Next”.

15 GlobalProtect

camputer.

Welcome to the GlobalProtect Setup Wizarm

The installer will guide you through the steps required to ingtall GlobalProtect +5.0.5 on your

WARNIMG: Thiz computer program is protected by copyright law and international treaties.
Unauthorized duplication or distibution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prozecuted to the maximum extent pozsible under the law.

— X

paloalto

Cancel < Back

2. Then click “Next” again.

ﬁ GlebalProtect

Folder:

Select Installation Folder paloalto

The installer will inztall GlobalProtect to the following folder.

To inztall in this folder, click. "Next". To install to a different folder, enter it below or click. "Browse".

- x

C:%Program Files\Palo Alto Metworks\GlobalProtect', Browse...

Dizk Cost...

Cancel < Back

3. Then click “Next” again.
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ﬁ] GlobalProtect — *
Confirm Installation paloalto

The installer iz ready to install GlobalProtect on your computer.

Click "MNext" to start the installation.

Cancel < Back

4. After the installation is complete click “Close”.

ﬁ GlobalProtect — =

Installation Complete .
¥ paloalto

GlobalProtect has been successfully installed.

Click "Close" to exit.

Cancel < Back

5. After the installer exits you will have to configure GlobalProtect, to do this please follow
the steps in the next section.
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Agent Setup

1. Inthe system tray (Bottom right corner for your screen) you should see a new icon that
looks like a small gray globe. You may have to expand the system tray by clicking the
arrow in order to see the icon.

2. Click on the icon and it will open a small window where you can enter the GlobalProtect
portal address. Enter “vpn.niagaracollege.ca” in that field and click “Connect”.

GlobalProtect —

Welcome to GlobalProtect

Please enter your portal address

vpn.niagaracolege.ca

Connect

Page | 6
Path | INS\Documentation\How To\VPN\INS - GlobalProtect VPN.docx



Niagara

Colfege  Information Technology Services ITS
Canada INS — GlobalProtect VPN
APPLIED DREAMS.

3. You may be prompted to log in using your Niagara College credentials through a
Microsoft Login Page. However, this authentication may already be satisfied if you have
recently logged into vpn.niagaracollege.ca to download the agent.

& GlobalProtect Login X

@ Niagara College Canada

Sign in

Email, phone, or Skype

Can't access your account?

Sign-in options

New user? You must visit
https://www.niagaracollege.ca/mync/register/ and set
your password before you can log in. Need more
help? Contact the ITS Helpdesk
itshelpdesk@niagaracollege.ca or call 905-735-2211 x
7642,

Terms of use  Privacy

4. Once authenticated GlobalProtect will continue to connect.

GlobalProtect — GlobalProtect

Connecting... Connected

Your connection has been secured
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Connecting and Disconnecting

1. To connect to or disconnect from the GlobalProtect VPN click on the GlobalProtect icon
in the system tray (lower right corner of your screen).

Note: If the icon is not in the system tray you may have to start the application.
You can do this by opening the start menu and searching for “GlobalProtect”

“ GlobalProtect
App

2. To establish a connection click “Connect” and to disconnect click “Disconnect”.
Note: if it has been less than 1 hour since you last connected to the VPN you may not be
prompted to authenticate.

GlobalProtect GlobalProtect

Not Connected Connected

Your connection has been secured
Connect Disconnect
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